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Eliminate Annoying Spam • PC World Best Buy Award: iHateSpam V4 for Outlook^ Sp °™™* 
Hotmail and others • www.iHateSpam.net | EES-. 

Stop Enterprise Spam • Award winning IronMail. Comprehensive email j p.D. .11 -0>-).rfi^ /' N 

security. • www.ciphertrust.com L, \- ~> [P 

MaiiHop Outbound • Relay your mail, quickly, securely, and no matter where yojj^^^-— fe ^ ^ 

are. ♦ www.mailhop.org — — 

From Julian Byrne (no_junk_email@any where) 

Subject Mv spamblock; Was: Thwarting UCE address culling programs 

fSws MUM»«A View: Complete Thread 0 arWes 

comp.mail.sendmail, comp.secunty.unix unginai run ici 

Date: 1997/01/19 

David Richards wrote: grj 

- m 

> [Description of spam block scheme] C/> 
I've been using a similar email spam block 'hot experimentally for ^ 
It^ust be good; I've received hate mail from spammers concerning it. £ 

How it works: III 

- Addresses on a ^blocked' list are bounced with a rude message. g 

- Addresses on a ~go' list are delivered as usual. ^ 

- Jny unknown' address is bounced with a note saying that the sender ^ 
needs to put a code in the 'Subject' heading and their emaxl wxll 

- ?rYme^sage is, received with a valid code the corresponding address 

is put on the 'go' list. . n„». 

- Any address I send to is automatically placed on the go' lxst so 
that anybody who replies to me never sees the 'bot. 

- Bounces and double bounces must be handled very carefully. 

Upside: 

- * Zero* esparo. 

- Much reduced thoughtless throwaway email as people get a second 
chance to decide not to send me an email message. 

- No maintenance, invisible to me and my regular correspondents. 

- Doesn't matter what fake domains, IP addresses and relays 

spammers use. 

- Email addresses I correspond with are verified. 

- Once installed easy for a naive user to understand and use. 
Several of my correspondents have asked for a copy. 

- Doesn't require the whole net cooperating to work. 

Downside: 
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^ first time have to put a code in the 
People contacting me for the £ir8t _^_ 



- PeopJ-B Conta^Lxi^ - — 

T^F3r%r^^^*r~- a^avat^ X suapear ~ 

Rahul would hate it :-) Deo „ le , mailing list maintainers etc. 

- a pain for postmasters, ^pWie^ one -off correspondents, 
who deal with large volumes of ^£ to this? 

Can anybody ^^ound/outoound, bounce and double bounce 

- complicated to mstaii 

KSTS^S theTaSne overhead of the spam -11. 
X believe a development 

email spam problem. Currently the ± the code with arbxtrary 

could automatically deal wxth but by repla g ^ ^ painfcs 

question [ 8 ] for each user (eg ^^lo heading .> then I can't see 
Sxed together give? *^ xt xn t^BuW ^ Ifc depends on 

any way that a ^^^^f^Tllllys be able to ask and answer a 
t*. fact tttat a x ll^lw^ 

question that an ai c<*" 

it you were a spacer could you beat it? 

mostly experimental, it s wi.xu ^ 
unix with qmail. 

. - . aKrillt . fully automatic filters: 
incidently, Dan xs rxght about *£«r b Aup , s and other 

they are only a stopgap. That s wny enQugh people 

non- filter based ^^^V^JSl simply change their forgerxes 
morfof ST x? g n^d STST-U Change it on the fly durxng 
a single spam run. 

Julian Byrne <http://knrten.eng.monash.edu.aU/gspam.h.ml> 
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